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Executive Summary 
Approximately every 18 months, ESG surveys several hundred mid-size and large enterprises in order to understand 
their emerging data protection challenges and the plans they have to address them. Time and again, the top two 
data protection issues remain “keeping pace with data growth” and “reducing backup and recovery times.” It is 
rather obvious that these two are related: the amount of data to be backed up continues to grow while the amount 
of time required to complete such operations remains fixed—there will always be only 24 hours in a day and only a 
portion of this time can be dedicated to backup. For some, this research may be stating what is already well-known, 
but when ESG then asks where organizations are going to prioritize investments over the upcoming 12-18 months, 
regardless of year, “re-architecting backup environments and processes” is never among the top five responses. 
Connecting the two data points, most organizations consistently state they have the same data protection 
challenges, but rarely do they try to approach these issues any differently. 

Albert Einstein said that the definition of insanity is doing the same thing over again and expecting a different result. 
To be clear, ESG is not calling any IT department “insane”—these teams are burdened with the extremely difficult 
task of delivering complex services using very limited resources. However, there is something to be said for taking 
new approaches to eliminate recurring challenges so that resources can be allocated differently in the future. In 
data protection, this would equate to having an infrastructure that can handle unpredictable data growth and 
provide the opportunity to enhance service levels.    

To date, very few companies have actually been able to completely transform their data protection processes. ESG 
believes there are two reasons why: 

• Despite the many technological innovations and enhancements made with data protection solutions (data 
deduplication, disk-based backup, space/bandwidth efficient replication, etc.), organizations are not 
comfortable that solutions can address the data growth issue across all workloads (database applications, 
PCs, file systems, etc.) and locations (data center, remote office, etc.). 

• Organizations believe that although innovative data protection solutions will allow them to address the 
data growth conundrum, many of the offerings come from different vendors and leave IT with the 
operational burden of integration and management. In short, the solutions exist, but complexity adds 
unnecessary risk and costs, which make it hard to justify a process transformation. 

This situation has left organizations making selective data protection process improvements such as introducing 
new systems for mission critical applications or upgrading existing backup software to take advantage of the latest 
capabilities. These investments, while a step in the right direction, barely allow companies to keep up with data 
growth and fixed (or even shrinking) backup windows. Unfortunately, this has led many in IT to adopt the 
perspective that any new data protection innovation will not solve any major problems and instead will only 
prevent existing ones from worsening. 

This paper intends to describe how—through consistent individual product innovation and integration—EMC 
backup and recovery solutions intend to alter this perspective. EMC is able to address the two aforementioned 
issues currently preventing customers from transforming data protection so they can accelerate transformations or 
simply make existing operations more cost effective and efficient.  

Examining the Impediments to Change 

Data Protection Expectations are Increasing 

At ESG, “data protection” incorporates both onsite operational recovery (enabled by regular copies of a data set 
kept onsite) and disaster recovery (enabled by periodic copies of a data set kept offsite). The importance of both 
cannot be overstated as they provide an information “insurance policy.” While almost every company has some 
permutation of “backup” and “disaster recovery” in place, there are coverage gaps: desktops/laptops, remote 
offices, and departmental applications may unknowingly or intentionally (for cost reasons) be omitted from data 

http://www.emc.com/�
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protections schemas. It is not until someone loses a laptop or a remote office goes offline during a critical time of 
year (end of quarter, holidays, etc.) that the risk becomes apparent. 

Most IT departments “tier” their applications and systems when it comes to data protection. Mission critical 
systems get far more attention and investment than those that may be considered “business critical” or “business 
supporting.” Over the past few years, the differences in data protection service levels has grown as many 
companies expend resources to keep up with data growth rather than improve recovery point objectives (RPOs) 
and recovery time objectives (RTOs). It has also been cost prohibitive to actually improve RPOs and RTOs as 
implementing disaster recovery or performing more than one backup per day is not always economically feasible 
for certain classes of applications. Figure 1 highlights the differences in confidence organizations have that their 
information is actually protected against data loss across major application tiers (per ESG’s definition: tier-1 is 
mission critical, tier-2 is business critical, and tier-3 is business supporting). Now, IT is being asked to—or in some 
cases, forced to—improve service levels across all applications and systems with limited budgets.   

Figure 1. Data Protection Confidence Levels Across Current Application Environments  

 
Source: Enterprise Strategy Group, 2010  

Diverse Workloads Add Complexity 

Despite some of the challenges organizations have in dealing with data growth within their data protection 
processes, a number of innovations have helped IT keep up. Some have even enabled IT to improve service levels: 
according to ESG research, disk-based backup systems (“backup targets”) now store the majority of onsite 
secondary data.1

                                                      
1 Source: ESG Research Report, 

 This is the first time in ESG’s research that disk has surpassed tape in this particular category and is 
due in large part to deduplication capabilities that increase the amount of effective capacity any one system can 
store (because only unique data is saved)—disk is rapidly becoming the preferred onsite backup target. Disk-based 
backups and recoveries complete faster and offer the potential for massive operational cost reduction resulting 
from eliminating tape systems and their associated media management burdens. Deduplication has also been 
introduced across other parts of the data protection infrastructure including applications/clients being backed up 
and the backup media server itself, making it easier to move data across a backup or general purpose network.     

2010 Data Protection Trends, April 2010. All statistics are from this report unless otherwise cited. 
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http://www.enterprisestrategygroup.com/2010/04/2010-data-protection-trends/�
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For IT, many of these innovations have been saving graces resulting in onsite tape elimination or aiding in the 
adoption of virtual server infrastructures where backups, before deduplication, were bottlenecked by redundant 
configuration files. Unfortunately, there isn’t a “one size fits all” data protection solution for all of them. Yes, some 
widely-applicable offerings such as disk-based backup systems speed up nearly every backup job, but others are not 
as diverse. For example, deduplication processes that run before a data set is sent over a constrained network will 
help backups get done faster because less data is being transferred. However, running this type of deduplication on 
a large, transactional database will see less benefit because the deduplication process itself can take much longer to 
complete than it would if it were running against a file system. As such, companies will want to think about where 
deduplication is executed for specific workloads.   

The same concern can be raised for backup software. IT departments usually complete large scale data set backups 
(a database, a file system, a mailbox group, etc.); however, recovering these large data sets can take a long time, 
which has driven many IT teams to evaluate application-aware plug-ins for their backup software. These plug-ins 
coordinate the backup process with the client/application being protected and facilitate more granular restorations. 
Of course, backup software supports some, but not all, applications, making it hard to improve recovery times 
across an entire application portfolio with backup software alone.   

There are even some configuration limitations on data protection solutions, such as some disk-based backup 
targets only supporting a virtual tape library (VTL) interface. This is great for backup environments running on a SAN, 
but it excludes others running on Ethernet.   

Fear of Cost and Risk 

There is enough innovative technology available in the marketplace for IT departments to contemplate data 
protection process transformations. The issue is that companies are often forced to purchase several different 
solutions to support their various workloads, which will likely strain capital budgets, but ESG does not believe this 
will be the major impediment to transformation or redesign. ESG estimates that operating costs—staff, consultants, 
and services—make up 58% of data protection expenses. Using several solutions from different vendors introduces 
management complexity and can increase operational costs if IT (or a third party) is forced to integrate them all.    

There is also the risk that individual investments may not function/perform as advertised or cannot be easily 
integrated into an existing environment. Some of this can be avoided with proper diligence during the purchasing 
process, but there is always the possibility that a system will not scale or backup software and a disk-based backup 
system will turn out to be incompatible unless major configuration changes are made to both. These issues 
introduce the chance that IT may not be able to complete normal backups, never mind try to improve RPOS or RTOs 
(which may have been the original intent of a new deployment!).   

Getting (and Staying) Ahead with EMC 

Solve the Biggest Issue 

Many solution providers can boast of a broad data protection portfolio that includes both software and systems.  
But simply having “products” is not going to be enough. Customers need solutions that can meet the most common 
challenge within data protection environments today: keeping up with data growth. If a solution (or set of 
solutions) cannot help a company “keep up”—specifically help back up increasingly larger data sets in a fixed 
amount of time—it certainly will not provide the foundation for a data protection transformation and redesign. 

Close examination of EMC’s offerings reveals that the company is extremely focused on the data growth challenge.  
There are several ways to solve this problem: reduce the amount of data that actually needs to be copied and 
stored, speed up the entire backup process by moving less data and doing so efficiently, and facilitate process 
consolidation to eliminate the unnecessary infrastructure that creates a management burden. EMC can do all three. 
Data reduction can occur via the deduplication capabilities available in multiple EMC products, including EMC Data 
Domain deduplication storage systems and EMC Avamar. Customers can take advantage of deduplication across 
the entire data protection infrastructure; EMC has the technology to execute this particular function before data is 
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copied over a local or wide area network, as it passes through the backup media server, or immediately before it is 
stored on a disk-based system and replicated to a remote disk system. The net result is that backups or replication 
operations over long distances (remote/branch offices) complete faster as there is less overall data to protect and 
store, drastically lowering overall costs.   

Getting backups done faster is also a cornerstone of EMC’s solutions. Individual Data Domain systems can receive, 
deduplicate, and store multiple terabytes of data per hour (actual transfer rates depend on the size of the system, 
backup software interface, and the data set profile being copied). Data Domain Boost software accelerates 
performance in Data Domain environments by providing a specialized interface for backup software to connect to 
and by distributing the data deduplication process across the backup media server and the Data Domain systems 
themselves. Avamar executes deduplication before data is actually transferred, minimizing the amount of 
information that actually has to be moved. 

Comprehensive Coverage 

EMC can help customers move beyond the “keeping up” phase of data protection strategies by actually addressing 
the data growth challenge across entire secondary storage (backup, archival, etc.) environments. The vast support 
is exemplified by EMC NetWorker and EMC Avamar, which support most server operating systems, as well as many 
of the virtual server hypervisors that allow a customer to standardize backup software across their entire open 
systems environment.   

Consolidation and standardization is also very easy to accomplish with Data Domain deduplication storage systems. 
EMC offers various Data Domain system configurations—each offering different amounts of physical and logical 
(accounting for deduplication) capacity and throughput. The smallest system is ideal to support remote office 
backups that can then replicate to a larger device in a data center. The Data Domain Global Deduplication Array, 
the largest of the family, can consolidate several local backups into one device while serving as a target for other 
Data Domain systems replicating to it. Because of the speed with which any of the systems can receive data and the 
fact that the system is data type agnostic, Data Domain systems can support almost any workload. EMC has also 
introduced a new Data Domain system to support long-term retention requirements. The Data Domain Archiver is 
designed for those organizations that leverage backup and/or archiving processes to create copies for long-term 
retention. Its system performance is enough to let customers get this particular type of backup job done, but it has 
much more capacity to save the information for extended periods of time. It also offers the same deduplication 
capabilities and benefits as the rest of the family. 

With the ability to deduplicate data before it is copied from the “client” to the backup media server, EMC Avamar is 
frequently used when the client profile consists of several redundant files that do not need to be backed up, when 
there is limited bandwidth between the client and the backup media server, or both. Common examples include 
desktops and laptops that need to execute backups over the corporate LAN and have several of the same files (such 
as application executables) and virtual servers supporting file shares because the hypervisors contain common 
configuration files. In both of these scenarios, backups are often slowed down because the same data is copied 
over already-constrained networks. Remote office backup where customers do not want to install the target device 
on site is also an ideal implementation use case for EMC Avamar. 

Valuable Integration 

The various integration points across EMC’s portfolio allow customers to “stay ahead” of future data protection 
challenges related to data growth. NetWorker connects to any Data Domain system via DD Boost so that customers 
can consolidate on a disk-based backup target for local and remote copies. Customers can configure NetWorker 
cloning operations to be executed by Data Domain replication capabilities. Restores from the local or remote Data 
Domain system are also completed via the NetWorker management interface. As a result, customers can manage 
all disk-based backup—local and remote—from one console and be confident that backup and replication jobs will 
complete within the allotted window given the scalability of the entire infrastructure.  
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A significant amount of research and development effort has been put into external integration as well. DD Boost 
also supports Symantec’s OpenStorage API so customers can experience enhanced backup performance and 
management in NetBackup and BackupExec environments. EMC has also expanded its Data Domain Virtual Tape 
Library software to provide native “IBM I” support for Data Domain systems, enabling customers to consolidate 
open systems and IBM  backups on the same disk targets. In addition, EMC Avamar has been tightly integrated and 
qualified with VMware’s vStorage API to support the protection of virtual server environments. 

There are very few solution providers with as broad a data protection portfolio as EMC. There are even fewer that 
are actually committed to making individual offerings work together in a meaningful way. Integration efforts 
eliminate much of the risk that IT departments face in making major data protection process changes.  
Organizations standardizing on Data Domain systems can leverage EMC NetWorker backup software capabilities to 
manage data protection policies. For those already using NetWorker, it is very easy to introduce Data Domain 
systems and/or Avamar software and manage them from a familiar interface.    

When all is said and done, the value of EMC’s integration efforts will likely be measured in the expenses customers 
avoid by not needing to integrate or manage independent solutions to support diverse application workloads.   

Long Term Possibilities 

Opportunities Abound 

Transforming and redesigning data protection processes with EMC will, at a minimum, allow organizations to gain 
control over basic backup operations and remove the risk that any future data growth will disrupt these processes.  
In short, unpredictable data growth will not increase the risk of data loss or downtime. This creates the opportunity 
for IT to then lower and possibly eliminate risk while continuing to cut operating costs. ESG research indicates that 
many organizations want to invest in improving: 

• Disaster recovery. ESG believes companies want to extend disaster recovery to as many applications and 
systems as possible. 

• Virtual server backups. Most IT departments treat these implementations as they do physical servers even 
though the leading server virtualization platform providers have added data protection and disaster 
recovery capabilities of their own. Many of these capabilities integrate with existing backup software. 

• Application backups. These implementations would extend application-aware backups across an entire 
environment to facilitate more granular restores, which can be completed faster than the recovery of an 
entire data set. 

As discussed, several of EMC’s data protection solutions can easily be deployed to support virtual environments. If 
companies do not leverage all of the capabilities within EMC’s solution set immediately, they can easily start slow 
and add on new solutions later to achieve some of their long term data protection investment priorities.   

Standardize and Improve Service Levels 

According to ESG research, approximately 20% of backups fail to complete within the allotted window and 32% of 
recoveries are unsuccessful. These may not seem like significant numbers, but if the wrong data (mission critical) is 
not protected or, worse, protected but unrecoverable, then the business is at risk. It is time to cut these failure 
rates by leveraging a redesigned data protection infrastructure to reduce RPOs and RTOs across all applications; 
EMC makes it possible and cost efficient. There does not have to be an extensive technology evaluation process—IT 
departments know what to expect from these solutions and the service levels that can be delivered with them.   

IT departments have the opportunity to give business application owners service level options with chargeback and 
reporting mechanisms in place. Some users will want an exhaustive data protection configuration complete with 
remote replication while others may want local daily backups. These requests can be easily accommodated with 
minor software and system configuration updates. Overall, the business will be better protected as IT extends EMC 
investments and starts using more of the feature sets available to them.  
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The Bigger Truth  
In ESG’s most recent data protection research, nearly two-thirds of respondents had introduced disk into their on-
site backup processes (see Figure 2). This suggests that organizations realize data growth is impacting data 
protection operations and are looking for any means to expedite backups. Unfortunately, in that same survey, only 
38% were using a backup solution with deduplication, meaning that while companies’ backups may be going faster, 
they still need to store all the data. Addressing only one part of the biggest data protection challenge is the reason 
why the issue never really goes away.   

Figure 2. Current Onsite Data Protection Processes  

 
Source: Enterprise Strategy Group, 2010  

Organizations can continue making incremental improvements to their backup infrastructures to keep up with data 
growth, but doing so will not reduce costs and risks or improve service levels. Alternatively, they can choose to 
transform their data protection processes and work with a vendor, such as EMC, that offers a comprehensive and 
integrated portfolio. These characteristics enable customers to consolidate and standardize on innovative offerings 
that are optimized for nearly every workload, lowering the risk and cost of the actually undertaking a 
transformation in the first place. 

Companies may shy away from working with a single vendor because they want to take a “best of breed” approach 
to data protection or would rather search for better short term overall pricing. These are worthy objectives, but 
when it comes to protecting critical information assets, it may not be worth the long term cost and risk. Working 
with a single vendor is likely to give companies a better chance at getting ahead and improving data protection 
rather than just “keeping up.”  

Back up directly to 
tape (no disk-based 
storage systems), 

20%

Back up to disk-
based storage 

systems and tape, 
62%

Back up to disk-
based storage 

systems only (no 
tape), 18%

Which of the following best describes your organization’s on-site data backup 
process? (Percent of respondents, N=441)



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 
 
 
 
 

20 Asylum Street  |  Milford, MA 01757  |  Tel:508.482.0188  Fax: 508.482.0218  |  www.enterprisestrategygroup.com 
 


	Executive Summary
	Examining the Impediments to Change
	Data Protection Expectations are Increasing
	Diverse Workloads Add Complexity
	Fear of Cost and Risk

	Getting (and Staying) Ahead with EMC
	Solve the Biggest Issue
	Comprehensive Coverage
	Valuable Integration

	Long Term Possibilities
	Opportunities Abound
	Standardize and Improve Service Levels

	The Bigger Truth

